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16 The regulation of privacy
Andreas Busch

The debate about the regulation of privacy has in recent years above all been linked to 
technological developments and their uses. From the 1960s onwards, the emergence and 
spread of computers, data banks, telecommunication, and eventually the internet have 
led to several waves of concerned public debate about the impact they have on privacy, 
society, and the state (see as representative publications Packard 1964; Miller 1971; 
Burnham 1983; Sykes 1999; O’Harrow 2006). In this perspective, individual privacy is 
threatened by person- related information which can be stored electronically and easily 
transmitted. Such information has increased massively in recent years; the capacity for 
cheap storage has grown even more quickly, and, since such information can be digit-
ally processed and cross- linked, new data can be generated from very diverse sources of 
information, giving them a new quality and allowing very detailed portraits of individual 
people, their preferences and their characteristics to be created. Regulatory challenges in 
this !eld thus include the questions of who is allowed to collect and store such data, by 
whom and for what purposes they can be retrieved, and what legitimate uses they can 
be put to. In several countries, disputes about the power of internet search giant Google 
(whose corporate aim it is ‘to organize the world’s information and make it universally 
accessible and useful’ and whose activities range from scanning books to !lming streets) 
have recently indicated the growing fears of citizens and their representatives about 
losing control over valued person- related information, moving the issue of regulation in 
this !eld up on the political agenda.

Looking at privacy from that angle one could be led to believe that it is a new and 
modern concept. Indeed it was long assumed that primitive societies neither knew nor 
demanded privacy. In the late 1940s, anthropologist Margaret Mead, in her famous 
study on Coming of Age in Samoa, argued that, in a society which lived in houses without 
walls, where there were no separate sleeping quarters, and little clothing was worn, ‘there 
is no privacy and no sense of shame.’1 But further research has shown this view to be fac-
tually not correct. Even primitive societies had ‘distance’ and ‘avoidance’ rules to provide 
for some degree of individual privacy. Privacy norms were thus not absent; they were just 
harder to realise under the living, working and economic conditions of primitive societies 
(cf. the summary of research in Westin 1967: 13–18). While privacy is a basic human need 
and constitutive for the individual, without a society there would be no intrusion and 
hence no need for privacy as protection against intrusion. Since societies di"er, however, 
the desire or need for privacy varies historically (Moore 1984, chap. 1), and demand for 
privacy has grown substantially in the process of modernisation. Nuclear families living 
in individual households, urbanisation and the anonymity of city life, mobility in work 
and residence, and the weakening of religious authority – all these factors contributed to 
this development since they increased chances for privacy. At the same time, however, 
countervailing forces developed as well: greater population density and new technical 
instruments made possible new ways to encroach upon privacy or engage in surveillance.
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Despite the intense debates about privacy in recent decades, a generally accepted 
de!nition has so far failed to emerge. ‘Few values so fundamental to society as privacy 
have been left so unde!ned in social theory or have been the subject of such vague and 
confused writing by social scientists,’ Westin (1967: 7) remarked in his seminal study on 
the subject many years ago. And, more than four decades later, a major study still starts 
by admitting that privacy ‘is a concept in disarray. Nobody can articulate what it means’ 
(Solove 2008: 1). The main reason for this situation is that privacy is negatively de!ned 
as an absence of intrusion and that such intrusion can both come from many directions 
and vary in its subjectively perceived intensity. Characterisations of privacy are manifold 
(cf. the discussions in Allen 2005; Waldo et al. 2007; Solove 2008) and range from an 
encompassing ‘right to be let alone’ (on which see originally Warren and Brandeis 1890) 
to control over one’s own body, including the intimate and personal aspects of conduct-
ing one’s life and sexuality, and from control over personal information and protection 
of one’s reputation to protection from interrogation and searches by public authorities. 
This non- exhaustive list combines personal, social, and political aspects, indicating the 
breadth of the debate.

Almost as varied have been the academic disciplines that have debated privacy over 
the last decades. Legal scholars have discussed the extent to which the protection of 
privacy is granted by constitutional protection, how it relates to the right to free speech, 
or how the law of torts relates to the issue (Prosser 1960). Feminist scholars have argued 
that existing legal provisions protecting family matters from state interference in the 
name of privacy can seriously disadvantage women seeking protection from abuse 
(Schneider 1991; see also Gavison 1992). In political philosophy, liberal thinking has 
been predominant, regarding privacy as a property of the individual, important for his 
or her self- interest mainly for self- development and/or the establishment of intimate or 
human relationships (Rössler 2005). But this has been criticised by authors from a com-
munitarian perspective who argue that privacy should not be an ‘unbounded or privi-
leged good’ (Etzioni 1999: 195) because an exclusive focus on individual rights can harm 
the needs and values of society.

This chapter looks at the regulation of privacy through a perspective of ‘data protec-
tion’ (Bennett 1992), because use of modern technology is the main threat to privacy 
understood as ‘the claim of individuals, groups, or institutions to determine for them-
selves when, how, and to what extent information about them is communicated to 
others’ (Westin 1967: 7). The chapter surveys attempts to protect privacy through regu-
lation both on the international and on the national level, and analyses actors and the 
tools they use. In recent years, con#icts about the regulation of privacy have emerged 
also on the international level because of di"erent approaches, priorities and values, and 
a number of them are described and analysed in section 16.3. Section 16.4 looks at the 
challenges for the regulation of privacy in the 21st century.

16.1  INTERNATIONAL SOURCES OF REGULATING PRIVACY

Since digital data move with ease across national borders and around the globe, the 
international level would seem to be the right place for the regulation of privacy. Indeed 
several international bodies have made attempts at drawing up guidelines and agreeing 
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on common frameworks in recent decades.2 Political agency has varied in this !eld over 
time, but generally one can say that the proliferation of rules protecting privacy owes a 
lot to the initiatives of the network of national data protection commissioners from the 
1970s onwards who overcame initial resistance from national governments and indus-
try interests (Newman 2008). Economic interests in lowering transaction costs of trade 
through harmonisation of national rules then supported the creation of international 
level rules, while civil rights action groups supported the defence of privacy protection 
standards against law enforcement interests in weakening them, especially in anti- 
terrorism after 9/11.

The Council of Europe (CoE) was the !rst international organisation to guarantee 
‘the right to respect for his private and family life, his home and his correspondence’ to 
everyone in Article 8 of its 1950 European Convention on Human Rights (ECHR). Out 
of this right to privacy and discussions in the CoE’s Parliamentary Assembly in 1968 
about how it was to be protected in the face of emerging modern technology grew two 
resolutions of the CoE’s Committee of Ministers in 1973 and 1974 establishing principles 
of data protection for computerised ‘data banks’ in the public and private sectors. While 
these resolutions were not legally binding for the member states, many of them started 
to enact national data protection laws and/or incorporated data protection as a funda-
mental right into their constitutions.3 The international Convention for the Protection of 
Individuals with Regard to Automatic Processing of Personal Data was adopted by the 
CoE in 1980 and opened for signature on 28 January 1981 (Council of Europe 1981). It 
entered into force on 1 October 1985.4

The Convention contains basic principles for data protection which every participat-
ing country should consider in its domestic legislation. This common core contains 
basic information privacy principles, namely that personal data should be obtained and 
processed fairly and lawfully, be stored only for speci!ed and legitimate purposes, not 
be excessive in relation to those purposes, be accurate and kept up to date, and permit 
identi!cation of the data subjects for no longer than is required (Article 5). In addition, 
data security and protection against unauthorised access is called for, and individuals 
are vested with rights regarding data !les which contain their data. Furthermore, the 
Convention contains regulations regarding transborder data #ows (establishing the 
principle of free #ow of data between contracting parties) and rules for mutual assistance 
between the contracting parties.

As the CoE has no supranational legal structure, it has no mechanism for enforc-
ing compliance with the rules set out in the Convention; other weaknesses of the 1981 
Convention include that many of the terms used are left unde!ned (which has not helped 
in the harmonisation of national data protection legislation) and that it does not include 
provisions for the transfer of data to non- contracting parties.5 Nevertheless the 1981 
Convention is ‘a key reference point’ (Bygrave 2008: 26) on the international level, in#u-
ential in shaping the debate about data protection in Europe and beyond – and not least 
in the newly democratising countries of Central and East Europe after 1990, almost all 
of which signed and rati!ed the Convention.

The Organisation for Economic Co- operation and Development (OECD) had been 
invited to cooperate in the drafting of the CoE convention, and representatives of the 
organisation and its four non- European member countries (Australia, Canada, Japan 
and the United States) participated in the work of the CoE’s drafting committee. The 
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OECD, as an organisation of economically advanced liberal democracies which included 
important data- processing countries among its members, had already taken an early 
interest in the issue (cf. Niblett 1971). In 1978, it set up its own group of experts to 
draw up guidelines which would help to harmonise the di"erent national data protec-
tion legislations. Since this forum included the United States as the country with the 
dominant data- processing industry, negotiations were di$cult (Bennett 1992: 136f.). 
But it was possible for the group to agree on certain principles, !nishing a draft in 1979 
that was adopted in September 1980. The Guidelines on the Protection of Privacy and 
Transborder Flows of Personal Data (Organisation for Economic Co- operation and 
Development 1981) contain eight speci!c ‘basic principles’, namely collection limitation, 
data quality, purpose speci!cation, use limitation, security safeguards, openness, indi-
vidual rights, and accountability (OECD, 1981, Part Two). There are evident parallels 
to the CoE Convention, and similarly the wording is somewhat vague, leaving room for 
interpretation (which was probably necessary to reach agreement). As the guidelines are 
explicitly labelled as ‘minimum standards’ and since they are voluntary and not legally 
binding, their enforceability is even weaker than that of the CoE Convention. Not all 
member states even adopted legislation or created data protection authorities, opting 
instead for the expressed preference for self- regulation (Article 19b). But, despite these 
shortcomings, the OECD guidelines have been in#uential, especially for the data protec-
tion legislation outside Europe, in countries like Japan, Australia, New Zealand, Canada 
and Hong Kong (Bygrave 2008: 28).

As the issue of transborder data #ows became more important, the OECD in 1985 
adopted a Declaration on Transborder Data Flows which pledged support for inter-
national exchange of data and information and opposed ‘unjusti!ed barriers’ to it; 
and in 1998 a Declaration on the Protection of Privacy on Global Networks followed, 
acknowledging the di"erent approaches taken by member countries in their data pro-
tection policies while con!rming the importance of e"ective privacy protection for the 
future development of e- commerce. The OECD even set up an online Privacy Statement 
Generator which allowed easy compilation of a speci!c privacy statement for websites.6

While the focus of the OECD was clearly on privacy with a view to commercial and 
economic issues, the United Nations’ Guidelines Concerning Computerized Personal 
Data Files were primarily motivated by human rights considerations. Following from 
the Universal Declaration of Human Rights (1948), which contained privacy protec-
tion provisions in its Article 12, the guidelines adopted by the General Assembly on 14 
December 1990 contained principles that formulated ‘minimum guarantees that should 
be adopted in national legislations’. Again similarities exist with the CoE Convention 
and the OECD Guidelines, but two innovations are the ‘principle of accuracy’, which 
calls for data holders ‘to conduct regular checks on the accuracy and relevance of the 
data recorded’, and the application of the guidelines to personal data !les kept by gov-
ernmental international institutions. The most important fact, however, is that with 
the UN taking up a stance on privacy the topic had clearly started to move beyond the 
developed Western world.

During the 1990s, the increasing use of the internet brought the issues of electronic 
commerce and the privacy implications of transborder data #ows on the agenda. In 
1995, the European Union passed its Directive on the Protection of Personal Data with 
Regard to the Processing of Personal Data and on the Free Movement of Such Data 
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(95/46/EC) which harmonised data protection regulations across the then 15 member 
states (European Union 1995).7 This directive had been discussed over a couple of years 
and was a consequence of the completion of the Union’s single internal market in goods 
and services in 1992. Since the European Union is a supranational body, its directive was 
legally binding and enforceable, which set it apart from the international rules discussed 
so far. It also had substantial reverberations beyond Europe. Since Article 25 of the 
directive included restrictions on the transfer of personal data to third countries which 
did not have an ‘adequate level of protection’, areas outside Europe with signi!cant data 
processing industries feared that they might be cut o" from European business. Most 
prominently the Asia- Paci!c Economic Cooperation (APEC), an intergovernmental 
organisation of 21 Paci!c Rim countries including Australia, Canada, Japan, South 
Korea, Taiwan and the United States, started to work on a Privacy Framework in 1998 
which was adopted in late 2004 (Asia- Paci!c Economic Cooperation 2004). The APEC 
Framework, too, builds on privacy principles; however, compared to the CoE and EU 
approaches, several elements are missing (such as the purpose speci!cation and the open-
ness principle), and no rules about data exports to countries with lower data protection 
standards are set. The APEC Framework thus seems less motivated by human rights 
protection than by economic interests and sets a comparatively ‘low standard’ of data 
protection (Greenleaf 2005). In Africa, legal regimes for data privacy are least developed: 
the African Charter on Human and People’s Rights (1981) omits mentioning a right to 
privacy in its catalogue of basic human rights, and none of the African countries has 
enacted comprehensive data privacy laws, although South Africa has started to make 
steps towards one (Waldo et al. 2007: 394).

16.2 NATIONAL TOOLS OF REGULATING PRIVACY

Despite the e"orts at harmonisation on the international level, di"erent national 
approaches to the regulation of privacy still dominate in the early 21st century. 
Moreover, these national regimes do not necessarily follow a rational blueprint – indeed, 
they sometimes rather resemble a patchwork quilt, having evolved over the decades and 
adapted step by step to technological progress rather than making a clean regulatory 
break by imposing a new and consistent approach. This section gives an overview of 
the principal tools available for the regulation of data privacy on the national level, and 
characterises the basic approaches that can be distinguished.

Regulation theory distinguishes between performance-  or principles- based and rules- 
based regulation (see Chapter 27; also Australian Law Reform Commission 2008, vol 1: 
234".). Both approaches have advantages and disadvantages. Performance- based regu-
lation sets an overall objective rather than detailing steps that must be complied with. 
It can thus be described as focused on outcomes, with the advantages of #exibility but 
at the cost of potential ambiguity and imprecision.8 Rules- based regulation, in contrast, 
provides for clarity about the actions regulatees have to perform, creating certainty of 
expectations for all sides concerned. On the other hand, such an approach may invite 
‘box ticking’, and may appear rigid in the face of shifting circumstances, thus disconnect-
ing the situation from the desired outcomes.

In privacy regulation, both performance- based and rules- based regulation can be 
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found. Bennett and Raab (2006) !nd the three main classes of policy tools in this area 
to be legal instruments and regulatory agencies, self- regulatory instruments, and tech-
nological instruments. Relating them to the theoretical distinction introduced above, we 
!nd that both the !rst and the second bridge rules-  and performance- based regulation 
(since legislation as well as self- regulation can follow either strategy), and the third is 
highly privacy- speci!c and cannot be mapped on to the distinction.

Legal instruments regulating privacy vary in two dimensions, namely their focus on 
either performance or rules, and the degree to which they are comprehensive or issue- 
speci!c. In the form of ‘fair information practices’ (FIP), performance- based regula-
tion emerged !rst in the United States in the early 1970s. The Advisory Committee 
on Automated Personal Data Systems established by the US Department of Health, 
Education and Welfare (HEW) contained the !rst such code, and de!ned the core of a 
policy solution to personal data protection in terms of fairness and hence justice (Regan 
2008: 55f.). This approach has proven in#uential in subsequent years in shaping the 
information practices of numerous private and governmental institutions, and it became 
the dominant US approach to information- privacy protection for the next decades 
(Westin 2003: 436). Privacy principles can be de!ned as an attempt to balance competing 
business and consumer interests in the private sector (and bureaucracy and citizen inter-
ests in the public sector) based on general considerations of justice. To implement such 
principles and put them into practice, however, requires further steps, namely either leg-
islation or agency regulation, or self- regulation. While some legislation in this !eld exists 
in all countries, it varies considerably in character: there are privacy laws that cover both 
private and public sectors (dominant for example in European countries); and there are 
cases where a multitude of privacy laws exists that regulates only very speci!c areas (for 
example the United States Video Privacy Protection Act of 1988 which provides rules 
only for the use of video rental information). For the implementation of such legislation, 
governments normally set up or designate an agency responsible for its implementation 
– usually called the ‘Privacy Commissioner’, ‘Data Commissioner’ or ‘Data Protection 
Commissioner’.9 The degree of resources devoted to such an agency, its independence 
from the national executive, and the degree to which they are active participants in the 
national regulatory debates, however, vary considerably between countries (Bennett 
1992; Bennett and Raab 2006; Newman 2008).

Self- regulation is a mode of regulation that works without direct government involve-
ment, but may exist ‘in the shadow of public power’ (Newman and Bach 2004). Industry 
is usually the initiator of self- regulation, and the likelihood of using this instrument is 
linked to the structure of sectoral interest representation. If strong associations exist that 
have the dominant !rms on board, the adoption, implementation and enforcement of 
rules will be easier than if several associations compete for industry representation and/
or dominant !rms remain absent. Authored by industry, self- regulation will normally 
consist of codes of practice of di"erent varieties, but, in contrast to the privacy princi-
ples discussed above, they will be much more speci!c in the level of detail they employ 
(Bennett and Raab 2006, chap. 6). Doubts exist, however, about the e"ectiveness of self- 
regulation in the !eld of privacy protection, with respect to both the underlying theory 
and the practical experience (Papakonstantinou 2002: 143).

Regulation through technology is a third principal regulatory instrument that is highly 
speci!c as it builds privacy rules into the machinery and protocols of the communica-
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tion #ows dealing with personal data. Such ‘privacy- enhancing technologies’ (PETs)10 
include public key encryption, anonymisation servers, software that blocks cookies for 
browsers, or the use of privacy preferences such as P3P to ensure users’ informed consent 
to a website’s privacy policy. In spite of the obvious bene!ts, PETs have not (yet?) been 
widely implemented, and further research into them has been called for (Royal Academy 
of Engineering 2007: 40–43).

The instruments described in this section constitute a toolbox from which govern-
ments can choose in their attempt to regulate the !eld of person- related data privacy. 
In spite of the commonality of the challenge, however, countries’ regulatory approaches 
continue to di"er. No best practice has emerged so far, and, while the piece- by- piece 
emergence of regulation over time may have contributed to this situation, it also points 
to di"erences in the fundamental approaches to the regulation of person- related privacy. 
In Europe, di"erences have narrowed substantially through the adoption of the EU Data 
Protection Directive in 1995; but a substantial divergence exists with the United States 
which can perhaps most succinctly be summarised as a human rights approach versus a 
property rights approach (cf. Zwick and Dholakia 2001; Kobrin 2004). The European 
approach sees privacy as a fundamental human right, which is a precondition for the 
individual’s autonomy and thus cannot be traded away. The burden of protection rests 
not with the individual, but with society. Explicit statutes and regulatory agencies to 
oversee enforcement are the chosen mechanisms for this, and protection can be seen as 
being proactive, not reactive. Historical experiences with dictatorships such as that of the 
Nazis (who used census data for the Holocaust) and repressive regimes in East Europe 
have sensitised Europeans to the importance of data protection. In contrast, the absence 
of such experiences, combined with a tradition of distrust against government, led to a 
preference for markets and self- regulation in privacy in the United States. Privacy is seen 
as a property right rather than a human right, a commodity that is tradeable, and the 
legal system treats it like private property. Therefore the private sector and free market 
are seen as the most e"ective mechanisms for protecting privacy, with the focus being 
more on the consumer than the citizen. Consequently protection is often more reactive 
than proactive.

16.3  INTERNATIONAL DISPUTES ABOUT REGULATING 
PRIVACY

The di"erent approaches taken to the protection of person- related data on both sides of 
the Atlantic have contributed to disputes in this area since the 1990s. Their root cause, 
however, lies primarily in competing economic interests and di"erent security strategies 
that became evident because of the massive growth of electronic commerce and the !ght 
against international terrorism after 9/11. But already long before that, di"erences had 
emerged. Given their early advantage in the IT industry in the 1960s and 1970s, United 
States’ representatives had been sceptical about European moves towards data protec-
tion in the 1970s, at least as far as transborder data #ows were concerned. Already on 
the occasion of an OECD workshop in 1977, sharp contrasts had emerged between 
the US and European approaches to international data protection. Europeans saw the 
American championing of freedom of information and free #ows of data across national 
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borders primarily as designed to protect the advantage of the US data processing indus-
try, while Americans suspected Europeans of erecting protectionist barriers to trade in 
the name of protecting privacy (Bennett 1992: 137; see also Bygrave 2008: 21).

Since the mid- 1990s, past suspicions have turned into concrete con#icts across the 
Atlantic. Starting in the area of economic interests, their focus has shifted to issues of 
security policy over the last decade, thus demonstrating that the regulation of privacy 
is an issue which has been broadening in scope and importance. The expansion of elec-
tronic commerce, with double- digit growth rates continuously surpassing those of overall 
economic activity, put the issue of access to electronic markets high on the agenda of 
policy makers: in 2001, total e- commerce (including business- to- business transactions) 
amounted to $1080 billion in the United States, and $430 billion in Europe,11 making 
access to overseas markets a matter of supreme economic importance. But access to 
the promising European market was threatened for the United States by adoption of 
the 1995 EU Data Protection Directive,12 which limited transfer of personal data to 
countries with an ‘adequate level of protection’. Despite the warnings in a legal study 
on privacy protection in the United States commissioned by the European Commission 
(Schwartz and Reidenberg 1996), the US government initially did not take the threat of 
trade disruption in e- commerce seriously; thus negotiations between the two sides only 
began shortly before the directive was about to enter into e"ect in October 1998. For a 
year, they were stuck as each side demanded the other adapt to its own modus operandi: 
EU o$cials wanted the United States to introduce appropriate formal legislation and 
authorities to protect privacy; US representatives insisted that their strategy to rely on 
independent privacy auditing agencies awarding seals for websites was the only pos-
sible solution to the con#ict.13 The logjam in the negotiations was only overcome when 
American lead negotiator David Aaron suggested the concept of a ‘Safe Harbor’ – a 
set of principles to which companies would be able to subscribe and which would be 
considered ‘adequate’ under the EU directive. On this basis – and the assurances of the 
Federal Trade Commission to initiate legal action if companies failed to comply with 
their obligations – a compromise was struck which became known as the Safe Harbor 
agreement.14 In July 2000, the EU Commission issued a decision certifying the adequacy 
of the agreement with respect to the Data Protection Directive.

Only a year later, after the terrorist attacks of 11 September 2001, the focus of trans-
atlantic disputes about person- related data regulation shifted from the economic to the 
security sphere. Negotiated compromise gave way to unilateral imposition of preferences, 
and the hopes expressed in academic literature that Safe Harbor had set an example for 
solving the problem of regulatory spill- over across jurisdictions and would become a 
model of future solutions for problems of this kind (Farrell 2003: 297) became dubious 
as two more con#icts emerged. The !rst was a dispute about airline passenger name 
records (PNRs), which included con!dential information such as home addresses, credit 
card details, religious meal preferences and physical or medical conditions (Lyon 2003: 
126".). After the US Congress passed the Aviation and Security Act in November 2001, 
airlines #ying from, to or through the United States were required to give the US Bureau 
of Customs and Border Protection electronic access to PNR data contained in their res-
ervation and departure control systems. Since these were personal data protected under 
the EU directive, airlines had the choice to either breach US law or European law and 
face the respective consequences, ranging from penalties to landing rights withdrawal. 
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Negotiations between the EU and the US took place, but analysis makes clear that the 
two sides did not reach a compromise but the US side largely prevailed with its demands 
(Busch 2006: 312–14). When the EU Commission issued an adequacy ruling for the PNR 
agreement in May 2004, the European Parliament decided to take the Commission to 
the European Court of Justice to demand an annulment of both the agreement and the 
ruling, thus adding an intra- European dimension to the con#ict.

In 2006, another transatlantic dispute arose over person- related data and privacy. 
Through investigative reporting by the New York Times (Lichtblau and Risen 2006), 
it emerged that since late 2001 the US administration had gained access to the data of 
worldwide !nancial transactions held by the Society for Worldwide Interbank Financial 
Telecommunication (SWIFT) for the purposes of the Terrorist Finance Tracking 
Program. SWIFT is an industry- owned cooperative incorporated under Belgian law that 
has been providing services to the international !nancial industry through a transfer 
message service since its foundation in 1973. With over 8000 customers in more than 
200 countries, it routes up to 12 million transactions per day, with a volume of up to 6 
trillion US dollars. The data had been subpoenaed in the United States, where one of 
the two data centres of SWIFT happened to be located. As the huge data transfer had 
been kept secret, the reaction across Europe was one of indignation from governments 
and privacy supporters, but also from business associations that feared the data might 
be used for the purposes of industrial espionage. Reactions included the decision by 
SWIFT to subscribe to the Safe Harbor agreement and to move its data centre out of the 
US, while negotiations between the EU and the United States resulted in the Europeans 
agreeing in principle to the use of !nancial data for anti- terrorism purposes if a degree of 
data protection was ensured. However, both the PNR case and the SWIFT case became 
politicised because of growing worries in Europe about the increasingly restrictive 
stance of anti- terrorism policy and the extension of police and secret service powers. The 
European Parliament took up these complaints, and through its increased powers under 
the Lisbon Treaty was able to vote down existing agreements with the United States in 
early 2010, thus forcing a renegotiation.

16.4  CHALLENGES FOR REGULATING PRIVACY IN THE 
21ST CENTURY

As a political issue, the regulation of privacy is more likely to gain in salience than to lose 
in the years to come. This is due to the increased importance of the issue on the interna-
tional level, as described in the previous section, but also to growing demand from the 
population to protect privacy better, as demonstrated by opinion polls. Irrespective of 
the di"erent regulatory approaches across the Atlantic, citizens both in Europe and in 
the United States feel that their privacy is increasingly under threat. In the United States 
in the 1990s, the share of respondents who were ‘very’ or ‘somewhat’ concerned about 
their personal privacy rose from 80 per cent in 1990 to 94 per cent in 1999; in 2002, 34 
per cent of respondents felt ‘basically safe’ about their right to privacy, and 65 per cent 
thought it was either ‘under serious threat’ or had ‘already been lost’; by 2005, the respec-
tive numbers had dropped to 16 per cent and risen to 82 per cent (National Research 
Council 2008: 288, 290). In the European Union, concern about data privacy varies 
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considerably between countries, with a mean of 64 per cent being ‘very’ or ‘fairly’ con-
cerned about data privacy (with variations ranging from 32 per cent in the Netherlands 
to 86 per cent in Germany and Austria); over the past decade, concern has clearly been 
on the increase, with particularly strong increases in countries where citizens had previ-
ously been highly concerned about the issue (Gallup Europe and European Commission 
2008: 7–9). In Europe, recent worries about privacy protection have helped spawn a 
new political movement in the shape of the Pirate Party, which has an international 
umbrella organisation that helps coordinate the national parties.15 Starting in Sweden 
in 2006, Pirate Parties have started to contest elections, and in 2009 won two seats in 
the European Parliament election (from 7.13 per cent of the vote in Sweden) as well as 
polling 2 per cent in the German general election (making it the strongest party not to 
enter parliament).

In the decades since the 1970s, data protection legislation has spread across the globe 
from its origins in West Europe to North and South America, East and Central Europe, 
Australasia, the Middle East and Asia (see the helpful overview in Bennett and Raab 
2006: 127). Much of that legislation has been in#uenced by di"usion, policy learning, 
and a network of policy experts largely consisting of data protection commissioners, and 
this at an early point led scholars to diagnose policy convergence, which was expected 
to continue as privacy legislation spread to more countries (Bennett 1992, chaps 3, 4). 
The United States’ privacy standards especially were expected to see some ratcheting up 
through a variety of mechanisms such as EU collective action and market clout, !rms’ 
desire to expand their markets and the constraints of supranational trade rules (Regan 
1993; Sha"er 2000). Some projected that the EU Data Protection Directive would estab-
lish itself as a global standard (Heisenberg and Fandel 2004).

In reality, things have moved far more slowly than had been expected. This may 
have been in#uenced by the international !ght against terrorism since 2001, which saw 
a strengthening of state law enforcement and secret service powers – not least in infor-
mation technology and surveillance capabilities – around the world, accompanied by 
(as critics state) a weakening of privacy and data protection (Klosek 2007; National 
Research Council 2008). But besides that, divergent economic interests as well as the 
slow march of international negotiations have also hampered convergence developments 
more than had been expected. European standards of data protection as embodied in the 
1995 EU directive have for example in#uenced Australian privacy legislation (Westin 
2003). However, as information becomes a key asset in the twenty- !rst century world 
economy, OECD countries’ role in the global IT industry is changing, and with it the 
regulatory landscape. As countries such as the BRIC economies develop their IT indus-
try capabilities and compete in the worldwide market for data processing, the question 
of privacy standards gains new importance. The race for the setting of a global stand-
ard in this !eld is dominated by two competing approaches, namely the European and 
the United States’ ones outlined above. Both sides are positioning themselves, and the 
United States has been using its membership of APEC to in#uence that organisation’s 
Privacy Framework to advocate its own (and, compared to the European level, lower) 
standards of privacy protection (Greenleaf 2003, 2005) and help create a competitor for 
the EU directive.

Regulatory competition can lead to di"erent dynamics which can either lead to tighter 
regulation (a ‘race to the top’) or lighter regulation (a ‘race to the bottom’) (Vogel 1986). 
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But which of the two dynamics is likely to prevail in the competition for an interna-
tional standard in privacy regulation? While a lower standard, in so far as it carries 
lower compliance costs, may bring a cost advantage to national industry and thus help 
compete in the marketplace, this need not be an advantage in the competition for setting 
an international standard. For regulatory standards are a public good which creates a 
common point of reference and can contribute to overall market growth. In banking 
regulation, for example, agreements about minimum capital adequacy standards and 
their quick international dissemination have shown that tighter regulation may actu-
ally become a market advantage (Genschel and Plümper 1997). As a consequence, a 
rationale exists for non- OECD economies such as India which compete for outsourcing 
of North American and European data processing to adopt the tighter European stand-
ards of privacy protection, which would help them gain access to that particular market. 
However, whether the market logic that underlies the process outlined here will prevail 
remains to be seen. Others have pointed to factors impeding convergence on an interna-
tional standard, including the lack of an international organisation su$ciently strong to 
bridge the di"erences in national approaches (Bygrave 2004: 347–8) and the importance 
of legal transplantation between national legal systems (Reidenberg 2000: 1370f.). In 
addition, the possible in#uence on such a process through political pressure is an aspect 
that should not be discounted when trying to make probability assessments about future 
developments, especially in an area that is of such strategic and economic importance as 
regulation a"ecting the international exchange of data and information.
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NOTES

 1. Quoted after Westin (1967: 12).
 2. A recent summary of international agreements to protect personal data can be found in Bygrave (2008). 

A comprehensive review of transnational policy instruments in this area is chapter 4 of Bennett and Raab 
(2006). Excellent sources for information about international privacy law are Solove et al. (2006) and 
Electronic Privacy Information Center (2007).

 3. See the Explanatory Report about Convention 108 at http//conventions.coe.int/Treaty/EN/Reports/
HTML/108.htm (accessed 19 February 2010).

 4. As of February 2010, 41 of the 47 member states had signed and rati!ed the convention. Russia, Turkey 
and Ukraine had signed but not rati!ed it, and Armenia, Azerbaĳan and San Marino had done neither.

 5. This latter de!ciency has been corrected by explicitly adding a protocol addressing the subject of trans-
border data #ows in 2001 (Council of Europe 2001) which makes these subject to the non- contracting 
countries possessing an ‘adequate level of protection’ (Article 2, Para. 1).

 6. The generator is available at http://www2.oecd.org/pwv3/ (accessed 20 February 2010). The other docu-
ments cited are printed or reprinted in Organisation for Economic Co- operation and Development (2002, 
2003).

 7. For an analysis, see for example Klosek (2000, chap. 3).
 8. See Black (2008) on the dependence of such an approach on pre- existing trust between the parties 

involved.
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 9. The United States is the only OECD country without such an agency; in Japan, ‘competent ministers’ for 
the implementation of the data protection act are designated by the prime minister.

10. For an inventory of PETs see Organisation for Economic Co- operation and Development (2003, chap. 
12); for a discussion of them see Bennett and Raab (2006, chap. 7). See Brands (2000) for a concrete 
example.

11. Data after UNCTAD (2004) and The Economist, 15 May 2004, p. 9.
12. A succinct summary of the directive can be found in Heisenberg (2005: 27–32).
13. For a detailed analysis of the case, see Regan (2003) and Heisenberg (2005).
14. Details can be found at http://www.export.gov/safeharbor/ (accessed 3 March 2010).
15. See http://en.wikipedia.org/wiki/Pirate_Parties_International for an introductory overview (accessed 2 

March 2010).
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